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Abstract 

 
In today's world, where technology plays a crucial role in development, education is also benefiting from 
advancements in network infrastructure and virtualized services. Virtualization technology and high-
availability (HA) infrastructures usage can transform how educational institutions manage and deliver their 
services. This is especially important for learning environments that require continuous access to critical 
systems such as data servers, online learning platforms, and student resources. Network and server 
administrators in educational institutions must ensure the availability and security of their systems. 
Building high-availability infrastructures enables the creation of more secure and stable environments, 
ensuring uninterrupted access to essential resources for students and educators. This paper addresses the 
use of virtualization technology in managing high-availability services using open-source tools. Educational 
services can be hosted on virtual machines that are automatically migrated between physical nodes of a 
cluster system in case of a network failure, ensuring a seamless experience for users. The project utilizes the 
open-source Heartbeat program to enable real-time migration of virtual machines between physical nodes in 
a cluster. A solution and algorithm (Perf+) will be developed to improve CPU performance and memory and 
reduce downtime during migration. The solution will be tested in an experimental HA system, measuring the 
impact of migration on performance. This approach helps educational institutions adopt innovative 
technologies to enhance the quality of education, ensuring continuous and reliable access to their services. 
 

Keywords: Education, High Availability, Open-Source, Virtualization, Xen 
 
 
1. Introduction 
 
Virtualization refers to the creation of virtual versions of a computer's hardware or software 
components. These virtual or logical components, developed using virtualization technology, 
function just like their physical counterparts, providing the same usability and functionality 
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(Mansouri & Babar, 2021). Virtualization is an important tool for system administrators, helping 
improve hardware performance, especially with multi-core processors, allowing support for more 
memory and the processing of multiple processes (Cinque et al., 2022). The integration of 
virtualization support in Intel and AMD processors has increased the use of virtualized hardware. 
Additionally, the wide range of virtualization products, including open-source software like Xen and 
KVM, has reduced costs and increased system capacities (Gill et al., 2024; Pramanik et al., 2024). 

In educational institutions, the availability and reliability of IT systems are critical for ensuring 
uninterrupted services in many important social and economic systems, such as banking, energy, 
infrastructure, transport, markets, institutional educations, etc (Tabaku et al., 2024). High-availability 
(HA) systems guarantee that platforms such as virtual classrooms, digital libraries, and collaborative 
tools are accessible at all times (Stana et al., 2024). These systems are especially vital as education 
increasingly relies on online platforms and digital resources (Halidini Qendraj et al., 2023; Sota, 
2022). 

A system is considered available if it is able to perform the tasks it is assigned. Availability is the 
probability that the system is operational during a specific time period. The measurement is 
described as "the ratio of time the system is working to the time it is not" (system uptime and 
downtime) (Zonta et al., 2022). 

Availability = Uptime / (Uptime + Downtime) 
The term uptime is often replaced with the term mean time between failure (MTBF), and the 

term downtime is replaced with the term mean time to repair (MTTR). 
Overall, the MTBF for the system is less than the MTBF for any individual component of the 

system. The lower MTBF of the system is divided by the total number of system components since 
failures typically occur more often in systems with greater complexity. 

If we were asked what high availability is, Table 1 would help us understand it, as it shows the 
maximum amount of time the system is allowed to be unavailable in a year. 
 
Table 1. Availability Classes 
 

Availability classes Name Availability  Non-productive time per year 
2 Stable 99 3.7 days 
3 Available 99.9 8.8 hours 
4 High Availability 99.99 52.2 minutes 
5 Very High Availability 99.999 5.3 minutes 
6 Fault Tolerant 99.9999 32 seconds 
7 Fault Resistant 99.99999 3 seconds 

 
The availability of a system is determined by the services it provides. For systems like banking or 
ISPs, high availability is a must, ensuring they are online 24/7, while for other types of businesses, the 
level of availability can be more flexible (Mwiya et al., 2022). The quality and level of service depend 
on the SLA (Service Level Agreement) between the client and the business (Sissodia et al., 2024; 
Viegas et al., 2021). Critical services have high availability, but due to the uncertainty in the reliability 
of system components, achieving 100% availability is difficult. Therefore, availability levels range from 
99% to 99.99999%. 

The objective of this paper is to develop an algorithm in the "user" mode, which will 
communicate with the Linux kernel and perform three main tasks: first, real-time migration of virtual 
machines from one node to another in the case of a controlled failure; second, using the HASH-MD5 
technique to transfer the same amount of information with a smaller capacity (fewer bytes); and 
third, reducing the number of modified pages of processes to be migrated between machines (Tabaku 
et al., 2018). The project will be implemented using paravirtualization techniques via Xen. The main 
objectives of this work include providing an overview of virtualization, its types, techniques, and 
previous work related to the use of virtualization in clusters with critical services (Cinque et al., 2024; 
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Schulz & Annighofer, 2022). Another goal is to propose and implement a solution that enables the 
Heartbeat program to migrate virtual machines from one physical node of the cluster to another in 
real time. The paper also aims to develop an algorithm that improves CPU and memory utilization 
efficiency, as well as to evaluate the system performance during the migration of virtual machines 
from one node to another (Jazaeri et al., 2024). By providing an overview of virtualization, its 
techniques, and its applications in critical systems, this paper highlights the potential of 
virtualization technology to revolutionize education (Rista et al., 2023; Stana et al., 2019). It 
demonstrates how HA systems can be employed to support the continuous delivery of high-quality 
educational services, enabling institutions to meet the demands of modern learning environments 
effectively (Bushati Hoxha et al., 2024; Javed & Alenezi, 2023). 
 
2. Literature Review 
 
Following this section, several studies conducted by various international authors regarding 
virtualization processes, live migration, and more will be presented. 
 

2.1 Real-Time Migration of Virtual Machines: 
 
Real-time migration of virtual machines enables the transfer of operating systems between hosts, 
providing a clear separation between hardware and software while facilitating fault management, 
load distribution, and system maintenance. This ensures high system availability with minimal 
downtime (Zolfaghari et al., 2021).  

This paper aims to demonstrate the migration of operating systems while the system remains 
operational and continues to provide services to users, implemented through Xen VMM. The 
dynamic adaptation of network bandwidth allows migration to be performed with minimal impact on 
active processes, significantly reducing the system downtime (Helali & Omri, 2021; Singh et al., 2023). 
 

2.2 Comparison of Hardware Virtualization Performance: 
 
Hardware virtualization enables the hosting of virtual servers on a distributed physical infrastructure, 
widely used in data centers and web hosting services. All platforms implement isolation techniques to 
limit resource consumption by guest virtual machines, but these techniques also impact the 
performance of the guest system (Rista et al., 2020). 

In the study conducted, the impact of different virtualization platforms (OpenVz, KVM, Xen, 
VirtualBox, VMware ESXi) on CPU performance and network memory in a virtualized system were 
compared (Đorđević et al., 2024). The results showed that virtualization has a similar impact across 
all platforms when only a single network interface is considered. However, as the number of 
interfaces and network traffic increases, each VMM encounters a throughput bottleneck, which 
depends on the size of transmitted packets and is significantly lower compared to a non-virtualized 
system. 
 

2.3 Comparison of the Scalability of Four Host Virtualization Tools: 
 
Virtualization techniques are becoming increasingly popular in grid computing, as they enable 
multiple operating systems to run on a single host while providing an isolated execution 
environment. Some network projects require virtualization tools to run multiple virtual machines per 
host, raising concerns about scalability. 

The study by Enes et al. (2020) compares the scalability of four virtualization technologies 
(Vserver, Xen, UML, and VMware) by evaluating CPU, disk, memory, and network performance 
across three scalability metrics: overhead, linearity, and isolation. The findings indicate that each tool 
exhibits different scalability behaviors in terms of resource usage and isolation (Enes et al., 2020). 
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Results show that Vserver and Xen outperform VMware and UML in overall performance but lack 
strong network isolation between virtual machines. Xen also suffers from low inter-VM 
communication performance. Vserver, while memory-efficient due to a shared kernel, cannot run 
guest kernels different from the host. VMware provides better isolation but at the cost of increased 
resource consumption. These insights help users choose the most suitable virtualization tool based 
on their application requirements (McDonough et al., 2022). 
 

2.4 Comparison of Three CPU Schedulers in Xen: 
 
Adopting virtualization technologies helps enterprises build faster, more dynamic IT infrastructures, 
optimizing resource utilization and reducing costs. However, managing virtualized environments 
introduces new challenges, such as dynamic VM allocation and migration in response to application 
demands. 

Another study evaluates three CPU scheduling algorithms in Xen and their impact on 
application performance. It highlights how scheduling choices and parameters significantly affect 
I/O-intensive workloads in virtualized environments. To assess performance sensitivity, three 
benchmark tests were conducted, simulating disk-intensive and web server workloads. Additionally, 
a simple benchmarking tool, ALERT, was introduced to measure CPU allocation errors. The findings 
emphasize that scheduler selection plays a crucial role in optimizing performance for virtual 
machines (Nikdel & Neville, 2024). 
 

2.5 Security in Virtual Machines during Live Migration for KVM 
 
Virtualization, supported by the hypervisor, enables more efficient resource utilization and provides 
flexibility for system maintenance and load balancing. Live migration of virtual machines (VMs) from 
one host to another is essential in “Grid” and “Cloud Computing” environments for reasons such as 
scalability, fault tolerance, and hardware maintenance. However, during live migration, two critical 
issues arise: security (hijacking the hypervisor’s processes or device modules may expose VM 
information) and reliability (a sudden interruption of the connection can prevent the VM’s state from 
being correctly preserved on the destination platform). 

In the study by Ramanathan et al., (2021) a method is proposed for migrating guest virtual 
machines to another host using KVM, along with a discussion of the security and reliability 
requirements during this process. Live migration is performed using Virsh and Virsh-Manager; 
however, there is a highlighted risk that an attacker could gain unauthorized access to the VM state 
or cause disruptions if the connection between hosts fails. These issues underscore the importance of 
specific security measures and recovery mechanisms to ensure the stable operation of virtual systems 
(Ramanathan et al., 2021). 
 

2.6 Live Migration of Virtual Machines with Heterogeneous Composition: 
 
A necessary process enabled by system virtualization is the live migration of virtual machines. 
Moving an entire operating system environment to the cloud—such as from one machine to another 
within a data center or a computer grid—benefits from workload balancing, online maintenance, and 
fault tolerance. Ideally, a virtual machine should be able to migrate between any nodes with 
matching configurations and resources. However, the heterogeneity of multiple VMMs complicates 
the live migration of VMs from one VMM to another. In an article by Liu et al. (2014), a live migration 
framework that unifies heterogeneous VMMs at both the abstraction and implementation levels. 
Vagrant supports the live migration of VMs between heterogeneous VMMs, with a prototype 
implemented for live migration between a Xen VMM and a KVM VMM. Results indicate that Vagrant 
achieves acceptable downtime and total migration times, comparable to live migration in a 
homogeneous environment (Martinez et al., 2022). 
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2.7 Analysis of Xen and KVM Hypervisor Performance for Hosting the Xen World Project: 
 
According to Aqasizade et al. (2024), it compares two open-source virtualization platforms, Xen and 
KVM, as hosts for the Xen World Project, evaluating overall performance, throughput, VM isolation, 
and scalability. The results show that Xen paravirtualization delivers better I/O performance, while 
KVM provides better CPU process isolation without requiring modifications to the guest operating 
system (Tabaku, 2025). Migrating the Xen World Middleware to KVM leverages features such as 
“copy on write images” and “snapshots,” significantly reducing laboratory deployment time. Other 
capabilities, like “kernel samepage merging” (KSM) and using SELinux on the host, give KVM 
advantages in memory-constrained environments and enhance security. The author also 
demonstrates the technical feasibility of running a Xen Dom0 as a guest within KVM (Aqasizade et 
al., 2024). 
 

2.8 A Critical Review of Live Virtual Machine Migration Techniques: 
 
Live virtual machine (VM) migration enables the transfer of one or more running VMs from one 
server to another, ensuring zero downtime and continuous service for users. This process encounters 
challenges such as load balancing, proactive failure handling, management capacity, resource 
allocation, and online system maintenance. In the paper presented by Haris et al., (2024), the 
importance of migrating CPU states, memory content, and disk content is highlighted, and pre-copy, 
post-copy, and hybrid migration techniques are evaluated. The authors emphasize the impact of 
performance metrics on migration overhead and propose classifying the methods into theoretical 
models and practical frameworks. These approaches are grouped into three main categories: (i) 
migrating one or multiple VMs, (ii) replicating, duplicating, reducing, and compressing VM memory 
pages, and (iii) managing inter-VM dependencies. All these techniques are compared based on the 
relevant performance metrics (Haris et al., 2024). 
 
3. Methodology 
 
The methodology of this paper focuses on the development and experimental evaluation of an 
optimized algorithm for resource management in virtualization technologies. The process begins 
with the development of an advanced algorithm that operates in the user space and aims to improve 
the utilization of system resources such as CPU, memory, and I/O in order to achieve better 
performance and higher scalability in virtualized environments. The algorithm will aim to optimize 
the management of these resources by enabling more efficient sharing between virtual machines and 
ensuring they operate with a balanced and efficient use of system capacities (Gharehpasha et al., 
2021). 

After the algorithm is developed, we will move to the experimental phase, where a controlled 
environment will be used to test the algorithm and measure its performance under different load 
conditions. This environment will involve the use of the well-known virtualization platform, XEN, 
which will be used to implement and test the algorithm in real-world conditions. The experiments 
will include monitoring performance parameters such as processing speed, CPU usage, memory 
consumption, and I/O speed during the execution of various workloads (Makrani et al., 2020). 

At the conclusion of the experiments, the results will be analyzed and compared with existing 
virtualization technologies to assess the improvements brought by the proposed algorithm in 
resource management and overall system performance. This analysis will focus on evaluating the 
impact of the algorithm on increasing the efficiency and stability of the virtualization system while 
also providing recommendations for further improvement opportunities. This process will help 
identify potential optimizations for virtualization systems and contribute to the development of more 
advanced and suitable solutions for use in various IT environments (Tabaku et al, 2025). 
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4. The Development of the Perf+ Algorithm 
 

4.1 Description 
 
This paper aims to design a high-availability infrastructure using Heartbeat and its implementation 
on virtual servers. The goal is to develop a user-mode algorithm that will communicate with the 
Linux kernel to achieve three main objectives: real-time migration of virtual machines from one node 
to another in the event of a controlled failure, using the HASH-MD5 technique for transferring 
information with smaller capacity (fewer bytes), and reducing the number of modified pages of 
processes to be migrated. The project will be implemented using paravirtualization techniques with 
XEN. 
 

4.2 Implementation 
 
Based on the description above, we will construct a general diagram related to the system design. 
Figure 1 shows the topology used to implement the practical development of the paper. 
 

 
 
Figure 1: The experimental environment 

 
4.3 Hardware Details 

 
To build the experimental environment shown in Fig.1, five x86-architecture personal computers 
were used. In the diagram presented in Figure 1, each computer is referred to as host1, host2, host3, 
host4, and host5.   

Each computer has the following specifications: 
- Processor:   
  Intel® Core™ i7-8565U (1.8 GHz base frequency, up to 4.6 GHz with Intel® Turbo Boost 

Technology, 8 MB cache, 4 cores) 
- Graphics:   
  Integrated: Intel® UHD Graphics 620 
- Memory:   
  16 GB DDR4-2400 SDRAM (2 x 8 GB) 
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- Storage:   
  512 GB Intel® SSD 
- Wireless technology:   
  Intel® Wireless-AC 9560 802.11 b/g/n/ac (2x2) Wi-Fi® and Bluetooth® 5 Combo (Supporting 

Gigabit file transfer speeds) 
Switch 1   
- CISCO Catalyst 3650-48P Layer 3 Switch / 48 Ports - Manageable - 48 x POE+ - Stack Port - 

2 x Expansion Slots - 10/100/1000Base-T - Rack-mountable, Desktop / WS-C3650-48PD-S   
- Type: Layer 3 Switch   
- Stack Port: PO   
- Number of PoE+ (RJ-45) Ports: 48   
- Port/Expansion Slot Details: 48 x Gigabit Ethernet Network, 2 x 10 Gigabit Ethernet Uplink   
- Media Type Supported: Twisted Pair   
- Ethernet Technology: 10 Gigabit Ethernet   
- Network Technology: 10/100/1000Base-T   
- Supported Layer: 4   
- Manageable: Yes   
- Standard Memory: 4 GB   
- PoE (RJ-45) Port: No   
Switch 2   
NETGEAR 8-Port Gigabit Ethernet Unmanaged Switch (GS308) - Desktop, Sturdy Metal Fanless 

Housing. 
Four of these computers serve as the cluster nodes, while the fifth computer acts as the shared 

storage. A fifth computer is used for shared storage due to the unavailability of a dedicated storage 
system. Since this system is built solely for experimental purposes, it is not necessary to ensure high 
performance and robust data protection, thus avoiding the high costs associated with dedicated 
storage solutions. 

Communication between the physical nodes (host1, host2, host3, host4) and the shared storage 
is achieved via a gigabit switch (Switch1). The local interface provides sufficient performance for 
accessing the virtual machine images placed on the shared storage, thanks to the gigabit switch and 
the local network setup. 

On the other hand, to form a cluster between pc1, pc2, and pc3, UDP packets must be 
exchanged among them to create a second dedicated communication network between the nodes. 
This requirement explains the inclusion of a second switch in the system. 

 
4.4 Software Details   

 
Each node in the system runs on the Ubuntu Server 16.04 operating system. 
Reasons why ise used Ubuntu Server 24.04: 

Documentation & Community: Most official docs, tutorials, and forums are in English, 
simplifying troubleshooting. 

Industry Standard: English is commonly used in international and enterprise environments, 
making collaboration easier. 

Tool Compatibility: Many server tools and packages are developed primarily in English, reducing 
locale issues. 

LTS Stability: Ubuntu 24.04 will be a Long-Term Support release (5 years of updates), offering 
reliability in production. 

Training & Certs: Most training materials and certifications are provided in English, 
streamlining learning. 

Detailed implementation guidelines for IT administrators and educators can be found in 
Appendix A. 



E-ISSN 2240-0524 
ISSN 2239-978X 

      Journal of Educational and Social Research
          www.richtmann.org  

                           Vol 15 No 2 
               March 2025 

 

 212

4.5 Presentation of the Algorithm Perf + 
 
In this paper, for the implementation of a high availability (HA) system, Heartbeat has been chosen 
as an open-source tool to maintain continuous contact between network nodes. This chapter focuses 
on algorithms for improving performance in managing high availability services in virtualized 
systems. The proposed algorithm, named Perf+, is designed to enhance performance. 

The implementation of the HA system will enable real-time migration of virtual machines from 
one physical node to another. Heartbeat has been used to test high availability in Linux 
environments, and in this project, the connection between the network nodes is established via 
switch 2, using the UDP protocol, which ensures good performance for exchanging information 
between nodes. 
 

4.6 Algorithm Perf + 
 
The proposed algorithm for modifying the kernel and transferring information with fewer bytes using 
the Hash-MD5 technique, suggested and developed by me for this project, is called Perf+. The 
algorithm aims to improve performance during the real-time migration of virtual machines from one 
physical machine to another. Perf+ uses Hash-MD5 to transfer the same amount of information with 
fewer bytes, reducing the number of modified pages that need to be migrated and helping to decrease 
downtime during the migration of virtual machines. 

The algorithm starts working when a virtual machine fails and needs to be migrated to another 
node. Once Heartbeat selects the destination node, the migration begins. The migration process 
involves transferring both clean and dirty pages. Clean pages are readable and transferred simply, 
while dirty pages are modifiable and require a short period for migration to minimize modifications 
and interruptions, thus maintaining system efficiency. 

To improve performance, the Perf+ algorithm is implemented, which uses Hash-MD5 to 
transfer modified pages in a smaller byte size, thereby increasing the efficiency of the high availability 
(HA) system, reducing downtime, and improving CPU performance and bandwidth. The results will 
be analyzed in the following chapter. 

Below is the flowchart of the Perf+ algorithm. 
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Chart 1. Algorithm Perf + 
 
The algorithm is written in C, the same language used for the Linux kernel. In Appendix B, the code 
in the C language for the Perf+ Algorithm is provided. 
 
 
5. Measurements, Results, and Discussion 
 

5.1 Measurements and Experimental Results 
 
To achieve the objective of this work, two key questions arise that deserve special attention: 

• Are critical services available during migration?  
• How are the services provided to users impacted by the closure of a physical node for 

maintenance purposes? 
Regarding network services, the experiments are based on the widely used TCP and UDP 

protocols across the Internet today. Specifically, the heartbeat service will be implemented on the 
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UDP protocol, while communication between network nodes will be realized through the TCP 
protocol. This decision is based on the fact that TCP is "connection-oriented" while UDP is 
"connectionless." For a quick comparison between TCP and UDP, we can refer to Table 2. 
 
Table 2. The most important differences between TCP and UDP 
 

TCP:  UDP:
Reliable 
Slower than UDP 
"Connection-oriented"” 

Unreliable
Faster than TCP 
"Connectionless" 

 
The main objective of the measurements we will conduct is to analyze performance in the case of 
controlled failures, both before and after implementing the Perf+ algorithm, with the aim of 
improving system performance in scenarios where it provides high availability (HA) services on 
virtualized platforms with Xen, specifically for representatives of open-source platforms using para-
virtualization and full virtualization technology. 

Below is a list of measurements to be performed, with their details provided in the 
corresponding charts: 

• Downtime 
• CPU Performance 
• Bandwidth 
• Losses 
• SLA 
Measuring these metrics (such as total migration time, memory page transfer speed, memory 

usage, network latency, and communication cost) is incredibly important for several key reasons: 
Performance evaluation—Tells us how efficient the migration process is and whether the load is 

within acceptable levels. 
Bottleneck identification—Identifies bottlenecks (e.g., latency, memory, CPU) and helps resolve 

them. 
System optimization—Enables network, memory, or algorithm improvements for better results. 
Comparison of methods—Standardized measurement methods allow comparison with other 

research or solutions. 
Resource planning—Helps predict needs for scaling and efficient use of resources. 
Increased reliability—Continuous monitoring prevents breakdowns and service interruptions. 
Each measurement experiment is structured into three parts: description and results. The 

description and results of each experiment will be provided in the corresponding experiment charts. 
The results for each experiment will be chartically compared at the end of each testing chart. 

Since the methodology is the same for all experiments conducted, it will be presented below, 
and only the description and results of each experiment will be presented in the subsequent sections. 

The results in the following tables are presented using a benchmark based on memory-intensive 
techniques, called LMBench (an open-source benchmark). This tool is installed on all virtual 
machines at the client level and on the V_Center virtual machine at the server level. LMBench will 
measure, in real time, the migration process of virtual machines by relying on the technique of 
physical memory pages. This benchmark is sourced from the internet, is written in C—which is 
considered the most suitable language for low-level communication with hardware—and its 
algorithm is based on the TCP protocol. A counter called Counter++ tracks how many times the SYN 
flag becomes 1; each time this flag becomes 1, a memory page is migrated from one physical machine 
to another. 

The reasons why LMBench was chosen as the main benchmark tool, instead of other 
alternatives, include: 

• Focus on memory performance. 
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• LMBench is specifically designed for memory-intensive tests, measuring parameters such as 
memory latency, bandwidth, and the cost of frequent memory accesses. This makes it 
particularly suitable for a project where memory page migration is critical. 

• Credibility and wide usability 
• LMBench is an open-source tool with a long history of use in the computer science and 

engineering community. Opting for a well-known tool helps ensure that the results are 
more reliable and comparable with similar research. 

• Suitability for testing conditions (real-time migration) 
• This benchmark allows for real-time measurement of memory page migration, which is 

essential for evaluating and optimizing the performance of virtual infrastructures. 
• Written in C, LMBench interacts directly with hardware and the TCP protocol, enabling 

high-resolution time measurement. 
• Lightweight structure and simple configuration 
• LMBench is relatively easy to install and configure across multiple virtual machines, making 

it ideal for scientific experiments with limited resources. 
• Open-source and supportive community 
• As an open-source tool, LMBench provides the opportunity to inspect its source code, 

modify or adapt it to specific experimental needs, and offers a supportive community for 
technical issues or optimization suggestions. 

• Compatibility with migration protocols (TCP) 
Migration tests over the TCP protocol are standardized and easily replicable. LMBench provides 

a solid framework for adhering to this communication model, ensuring systematic and consistent 
measurement. 

For these reasons, LMBench has been chosen as the primary benchmark tool in this research, as 
it most effectively meets the requirements for measuring performance at the memory-page level and 
delivers accurate, standardized results for virtual machine migration processes. This facilitates direct 
comparison of findings with similar work, as well as helping to precisely determine the impact of 
various migration techniques on the overall system performance. 

Measurements will be conducted in scenarios where 4 virtual machines fail. For this scenario, 
the number of modified pages migrated in each iteration is provided below. Measurements will 
consider only 4 iterations for migrating the modified pages. If all the information contained in the 
modified pages is not migrated within four iterations, the remaining data will be considered lost. The 
amount of lost information will be analyzed in the subsequent charts. 

Below is a chartical representation of the number of pages lost during each failure of the HA 
system implemented with Xen. 

 

 
 
Chart 1. The number of migrated pages in the HA system with Xen 
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Chart 1 shows the number of memory pages migrated in a Xen-based system across four iterations. 
From the first column (Iteration I), with 31 migrated pages, it is clear that most of the memory is 
transferred during the initial phase. In the subsequent iterations (Iterations II, III, and IV), there is a 
progressive decrease in the number of migrated pages (16, then 7, and finally 3), which is typical for 
the iterative pre-copy method (or similar approaches). 

Below is a chartical representation of the number of pages lost during each failure of the HA 
system implemented with Xen and Perf+. 
 

 
 
Chart 2. The number of migrated pages in the HA system with Xen and Perf+ 
 
The chart shows that in a High Availability (HA) system with Xen and Perf+, the total number of 
migrated memory pages decreases significantly after each iteration. 
 

5.2 Downtime 
 
Description 

The downtime will be analyzed, measured, and compared in the case of a controlled system 
failure, and as a result, a real-time migration will be performed when the system is running with Xen. 

Results 
• Measurement of the downtime of the HA system implemented with Xen. 

Table 3. Downtime of the HA system implemented with Xen 
 

Number of 
failed 

machines 

Number of 
pages migrated 

in iteration I 

Number of 
pages migrated 
in iteration II 

Number of 
pages migrated 
in iteration III 

Number of 
pages migrated 
in iteration IV 

Downtime 

4 VM 31 pages 16 pages 7 pages 3 pages 210 ms  
 
From Table 3, we derive the following results, which highlight the performance of the Xen hypervisor. 
This hypervisor demonstrates excellent performance, especially regarding memory and I/O devices. 
There is also a notable improvement in CPU performance, although not following the same trend 
observed in the first two entities (as will be seen in the subsequent experimental tables). The 
advantage of this technology lies directly in the technique called Paravirtualization with Post-Copy. 
(The pre-copy technique is not the subject of this study.) This is a powerful tool that significantly 
enhances the overall performance of the hypervisor known as DOM0 as well as the guest machines 
referred to as DOMU. 

• Measurement of the downtime of the HA system implemented with Xen using the Perf+ 
algorithm 
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Table 4. Downtime of the HA system implemented with Xen and Perf+. 
 

Number of 
failed 
machines 

Number of 
pages migrated 
in iteration I 

Number of 
pages migrated 
in iteration II 

Number of 
pages migrated 
in iteration III 

Number of 
pages migrated 
in iteration IV 

Downtime 

4 VM 8 pages 3 pages 1 page 0 pages 110 ms 
 
Relying on the advantages of the paravirtualization technique, we implement the Perf+ Algorithm in 
the user space by utilizing the Hash-MD5 technique. This approach significantly reduces the number 
of migrated pages, which in turn automatically reduces the bandwidth consumption. As seen in the 
table above, the migration time when using the Perf+ algorithm improves by more than twice 
compared to the classic case. 

Full virtualization requires the virtualization of all hardware components, including: 
- The execution unit 
- CPU memory 
- Physical memory 
- Interrupts and signaling 
- Secondary memory 
- I/O interfaces 
The access to the aforementioned elements reduces the flexibility and impact of the algorithm 

on performance. Meanwhile, Xen, which relies on paravirtualization techniques, is much more 
transparent to the entities mentioned above. 

Measurement results indicate that the HA system implemented with Xen and Perf+ 
demonstrates good performance. 

 
5.3 CPU Performance  

 
Description 

The CPU performance will be analyzed, measured, and compared in the case of a controlled 
system failure, resulting in real-time migration when the system is implemented with Xen, with and 
without the Perf+ algorithm. 

Results 
• CPU performance of the HA system implemented with Xen. 

Table 5. The CPU performance of the HA system implemented with Xen. 
 

Number of 
failed 
machines 

Number of pages 
migrated in 
iteration I 

Number of pages 
migrated in 
iteration II 

Number of pages 
migrated in 
iteration III 

Number of pages 
migrated in 
iteration IV 

CPU 
Utilization 

4 VM 31 pages 16 pages 7 pages 3 pages 1.55% - 
0.41% 

 
• CPU performance of the HA system implemented with Xen and the Perf+ algorithm. 

 
Table 6. The CPU performance of the HA system implemented with Xen and Perf+. 
 

Number of 
failed 
machines 

Number of 
pages migrated 
in iteration I 

Number of 
pages migrated 
in iteration II 

Number of 
pages migrated 
in iteration III 

Number of 
pages migrated 
in iteration IV 

CPU 
Utilization 

4 VM 8 pages 3 pages 1 page 0 pages 1.36% - 
0.29% 

 
a. As seen in the two tables above, the CPU performance improves when using the Perf+ 
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Algorithm compared to the classic case. However, this performance improvement is not as 
significant as observed in the case of memory. The reasons are: 
The CPU performance in Xen does not have the same elasticity as memory. 
The CPU load in Xen in this particular case is relatively low (talking about cases in a few 
KB). 

b. CPU utilization when 4 virtual machines fail is 1.72%. 
 

5.4 Bandwidth 
 
Description 

The bandwidth utilization will be analyzed, measured, and compared in the case of a controlled 
system failure, resulting in real-time migration when the system is running with Xen, with and 
without the Perf+ algorithm. 

Results 
• Bandwidth utilization of the HA system implemented with Xen 

 
Table 7. Bandwidth utilization of the HA system implemented with Xen. 
 

Number of 
failed 

machines 

Number of 
pages migrated 

in iteration I 

Number of 
pages migrated 
in iteration II 

Number of 
pages migrated 
in iteration III 

Number of 
pages migrated 
in iteration IV 

Bandwidth 
utilization 
(Network 
Adapter) 

4 VM 31 pages 16 pages 7 pages 3 pages 7,8% 
 

• Bandwidth utilization of the HA system implemented with Xen and the Perf+ algorithm. 
 
Table 8. Bandwidth utilization of the HA system implemented with Xen and Perf+. 
 

Number of failed 
machines 

Number of pages 
migrated in 
iteration I 

Number of pages 
migrated in 
iteration II 

Number of pages 
migrated in 
iteration III 

Number of pages 
migrated in 
iteration IV 

Bandwidth 
utilization 
(Network 
Adapter) 

4 VM 8 pages 3 pages 1 page 0 pages 4,8% 
 
As seen in the tables above, Xen has excellent performance in utilizing the traffic passing through the 
network card. This performance continues to improve with the utilization of the Perf+ algorithm. 
This is due to the paravirtualization techniques that the Xen hypervisor utilizes. 

Bandwidth utilization when 4 virtual machines fail is 34.1%. The best performance is achieved 
when the HA system is implemented with Xen and Perf+. 
 

5.5 Data Losses 
 
Description 

The amount of data lost during the transfer of processes and resources will be analyzed, 
measured, and compared in the case of a controlled system failure, resulting in real-time migration 
when the system is implemented with Xen, with and without the Perf+ algorithm. 

Results 
Using the LM Bench benchmark, the number of modified pages remaining in physical memory 

is obtained. To get this number, it is sufficient to check the number of M bits for each page using the 
integer counter. 

• Lost data of the HA system implemented with Xen. 
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Table 9. Lost data of the HA system with Xen. 
 

Number of 
failed 
machines 

Number of pages 
migrated in 
iteration I 

Number of pages 
migrated in 
iteration II 

Number of pages 
migrated in 
iteration III 

Number of pages 
migrated in 
iteration IV 

Number of 
lost pages 

4 VM 31 pages 16 pages 7 pages 3 pages 1 page 
 

• Lost data of the HA system implemented with Xen and the Perf+ algorithm. 
 
Table 10. Lost data of the HA system with Xen and Perf+. 
 

Number of 
failed 
machines 

Number of pages 
migrated in 
iteration I 

Number of pages 
migrated in 
iteration II 

Number of pages 
migrated in 
iteration III 

Number of pages 
migrated in 
iteration IV 

Number of 
lost pages 

4 VM 8 pages 3 pages 1 page 0 pages 0 pages 
 
As seen, the best performance is achieved when the HA system is implemented with Xen and Perf+. 
 

5.6 Costs in terms of SLA (Service Level Agreement) 
 
SLA Calculation for HA System Implemented with Xen 

To analyze the costs in terms of SLA (Service Level Agreement) during a controlled failure and 
resulting real-time migration, we will calculate the availability of the HA system based on the formula 
for SLA. 

Service Level Agreement (SLA) – The SLA is a transparent agreement between the virtual 
machines' virtualization system and the service. 

Availability Goal – The target availability time is 99.99995% within a month for Virtual 
Machines (VMs). Availability will be calculated based on the following formula: 

P=(TT−TUTTT) ×100P = \ left (\frac {TT – TUT} {TT} \ right) \ times 100  
Where: 
• P = Availability percentage 
• TT = Total time of the month in milliseconds (30 days * 24 hours * 60 minutes * 60,000 

milliseconds = 2,592,000,000 ms) 
• TUT = Total uptime (in milliseconds), which includes the downtime of the VM due to 

planned interruptions. 
In the SLA terms, virtual machines are considered unavailable to the virtualization system when 

the node, or any of its components, is completely down or cannot be accessed or used as per the 
terms, excluding any conditions arising due to any planned events (as defined in standard terms). 

Repair Time Objective – The repair time objective is set to be less than 1 hour from the 
moment of alert that the VM is in a failure state. 

By applying this SLA formula, we can measure the system's availability during failures and 
migrations. The SLA cost is associated with the downtime and the time it takes to restore service. The 
better the system's ability to meet the availability target, the lower the SLA cost. 

 
Table 11. SLA Evaluation in the HA System with Xen 
 
 
 
 

Number of failed VMs SLA %
4 VM 99.99999189814818



E-ISSN 2240-0524 
ISSN 2239-978X 

      Journal of Educational and Social Research
          www.richtmann.org  

                           Vol 15 No 2 
               March 2025 

 

 221

 
 
Chart 3. SLA Evaluation in the HA Xen System 
 

• The calculation of the SLA for the HA system implemented with Xen using the Perf+ 
optimization algorithm 

 
Table 12. The evaluation of the SLA in the HA system with Xen and Perf+. 
 

Number of failed Ms SLA %
4 VM 99.99999575617284

 

 
 
Chart 4. The evaluation of the SLA in the HA system implemented with Xen and Perf+. 
 
If an outage occurs in the time interval from 0 to 400 ms, 4 Virtual Machines in a “faulty” state will be 
affected, and the availability is expected to be in the Defect-Tolerant class. 
In summary, these results are presented as follows: 
 
Table 13. The results of the measurements from the experiment conducted with Xen without and 
with Perf+ 
 

Description  
Results without Perf+ 

Implementation 
Results with Perf+ 
Implementation 

Number of failed machines 4 VM 4 VM 
Number of pages migrated in iteration I 31 pages 8 pages 
Number of pages migrated in iteration II 16 pages 3 pages 
Number of pages migrated in iteration 
III 7 pages 1 page 

Number of pages migrated in iteration 
IV 3 pages 0 pages 

Downtime 210 ms 110 ms 
CPU usage 7.80% 1.36% - 0.29% 
Bandwidth utilization (Network 
Adapter) 71% 4,8% 

Lost pages 1 0 pages 
SLA% 99.999995 99.999991 
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From the data comparison in the table 13, Perf+ Implementation shows significant improvements in 
both performance and reliability compared to the setup without this feature: 

1. Number of migrated pages 
Without Perf+: A total of 57 pages across four iterations (31 + 16 + 7 + 3). 
With Perf+: A total of 12 pages (8 + 3 + 1 + 0). 
This indicates that Perf+ greatly reduces the data volume to be transferred, typically resulting in 

faster or more efficient migration. 
2. Downtime 
Decreases from 210 ms to 110 ms, almost halving the offline period. 
This directly benefits service availability. 
3. CPU usage 
Without Perf+: Approximately 7.80%. 
With Perf+: Ranges from 1.36% down to 0.29%. 
Such a drastic reduction suggests more efficient resource management, freeing the CPU for 

other processes. 
4. Bandwidth utilization (Network Adapter) 
Without Perf+: 71%. 
With Perf+: 4.8%. 
A noteworthy decrease, indicating that Perf+ either minimizes unnecessary traffic or 

compresses data more effectively. 
5. Lost pages 
Without Perf+: 1 page lost. 
With Perf+: 0 pages lost. 
This indicates a safer or more reliable migration process using Perf+. 
6. SLA% 
Without Perf+: 99.999995% 
With Perf+: 99.999991% 
The slight difference has virtually no noticeable impact on user experience or service 

commitments. 
By reducing downtime, drastically lowering CPU and network overhead, and maintaining nearly 

the same SLA level, Perf+ Implementation proves to be a superior solution for VM 
migration/management in terms of speed, resource efficiency, and reliability. 

Service Migration from Node 1 to Node 2 
When Node 1 goes down, the virtualization system must ensure continuous service delivery 

from the virtual machine. The connection between nodes should be configured such that the service 
delivery delay is as close to 0 ms as possible, and in our experimental system, this delay is in the order 
of microseconds. The migration from Node 1 to Node 2 should utilize information or resources (or 
both) in such a way that node duplication in the network is eliminated. Additionally, it ensures the 
control and management of data. 

Data is stored in backup files (Node 2) in case external factors cause issues. Therefore, 
information should be transferred from Node 1 to Node 2 without any data loss. Given the very small 
chance of data leakage, a protective mechanism for the “distortion” of data encoding should be used 
during the transmission. Consequently, during the data migration for storage or to prevent data loss, 
a security mechanism that includes content masking of the information is employed. 
 
6. Conclusions 
 
The standard method for failure recovery in virtualized environments involves shutting down a 
virtual machine and restarting it on another node. This method leads to significant disruptions in 
service, which can be particularly problematic in educational environments where students and 
educators rely on uninterrupted access to online learning platforms, virtual classrooms, and other 
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digital resources. Furthermore, the standard approach results in users losing their connection to the 
virtual machine and needing to reconnect, causing extended downtime that hinders productivity and 
the learning process. To address these challenges, an algorithm was developed and implemented to 
enable Heartbeat to manage virtual machines in high-availability clusters in real-time (live). The 
solution involves modifying the init. d/x0 script and creating a process that operates on standby in 
each cluster node to handle migration requests. This innovation allows the system to prioritize real-
time migration of virtual machines rather than restarting them, thereby minimizing interruptions 
caused by controlled failures, such as maintenance-related node shutdowns. To enhance the 
efficiency of real-time migration further, the Perf+ Algorithm was developed. This algorithm utilizes 
the Hash-MD5 technique to optimize resource usage by transferring the same amount of data with 
reduced CPU, memory, and bandwidth consumption. By minimizing the number of modified pages 
requiring migration, the algorithm significantly reduces system downtime during controlled failures, 
achieving interruptions in the range of milliseconds—imperceptible to end users. For educational 
institutions, this capability ensures that digital learning environments remain operational even 
during system maintenance or unexpected node failures. Students and educators benefit from 
uninterrupted access to essential resources, fostering a seamless learning experience and reducing 
disruptions to academic activities. Performance measurements conducted after implementing the 
Perf+ algorithm demonstrated its effectiveness in reducing downtime, improving CPU performance, 
and optimizing bandwidth usage. When combined with the Xen paravirtualization technique, this 
approach provides an efficient and cost-effective solution for high-availability systems in education. 

By adopting real-time migration and the Perf+ Algorithm, educational institutions can ensure 
reliable and resilient IT infrastructures, enabling them to meet the growing demands of modern 
digital learning environments while minimizing service disruptions. The consequences of controlled 
failures on the network (TCP protocol) were measured experimentally in real services (file transfers, 
web server, and database server). The results show that the interruptions are extremely short, and the 
client-server connection is maintained during migration. 
 
7. Recommendations 
 
To ensure seamless operation of digital learning platforms and virtual environments in educational 
institutions, the following measures are recommended: 

1. Increase Physical Node RAM 
Educational institutions should equip physical nodes with a large amount of RAM to enhance 

system reliability and fault tolerance. The additional RAM ensures that virtual machines hosting 
critical services such as virtual classrooms, learning management systems, and student portals can 
handle higher loads and recover efficiently from failures. This added flexibility supports 
uninterrupted educational processes, even during peak usage. 

2. Dedicated Xen Network Configuration 
To improve the efficiency of virtual machine migrations, a dedicated Xen network and its virtual 

machines can be configured. This separation prevents the migration process from impacting the 
institution's internal network, ensuring that critical services like online assessments, real-time 
collaboration tools, and digital libraries remain unaffected. By isolating migration traffic, educational 
institutions can maintain the quality and reliability of their learning environments. 

3. Configure "STONITH" and "Fencing" for Shared Storage 
For educational systems utilizing shared storage solutions, configuring STONITH (Shoot the Other 

Node In The Head) and fencing mechanisms is essential to maintain data integrity. These configurations 
prevent simultaneous access to the same data block by multiple nodes, safeguarding critical information 
such as student records, academic content, and research data. Ensuring data integrity is vital for 
maintaining trust in the institution's digital infrastructure and protecting sensitive educational resources. 

By implementing these recommendations, educational institutions can build a more robust, reliable, and 
efficient IT infrastructure, enabling them to deliver uninterrupted, high-quality digital learning experiences. 
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